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Motivation

Online archives (social media, cloud storage) accumulate hundreds of billions of posts and files
Current practice: “set it and forget it” approach for access-control permissions and privacy settings
Shortcoming: Life changes over time (life events, relationships)
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Users need to retrospectively re-evaluate the sharing settings of old content
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Which mechanisms are suitable for which contexts? A e e op e .
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Challenges for improving retrospective data management
Manual management is insufficient Need to model sharing preferences

Do users want to manage past data? What are potential predictive features?
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When the tweets were posted _
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Developing these models requires:

Moreover residual activities remain in system .
» Collecting real-world data from users

Repercussions for shared content . o
» |nvestigating their privacy preferences
» Understanding temporal changes in preferences
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Our vision: Making retrospective data management usable

Select content

\

Desired sharing setting

11

4/ o
_"“\ = il

Visualize the
recommendations

Dropbox /

User’s online archive Extract content & Machine-learning Recommended access-
user features control setting

57 THE UNIVERSITY OF Security, Usability, & Privacy
) C HI C AG O @ SHP[R Education & Research

e wo v Pk




