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Research Question

Is it possible to use leading Pakistani Android apps for
spying, monitoring, and targeting vulnerable Pakistani
citizens?

If so, who could potentially misuse these apps, and by
what methods could they do so?
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App Selection

Criteria: (i) Popularity, (ii) Necessity, (iii) Timeliness, (iv)
Personal Data Collection, (v) Local Situation.
Government Apps: (i) Pak Identity, (ii) Pakistan Citizen
Portal, (iii) Qeemat Punjab.

Telco Apps: (i) SIMOSA (Previously Jazz World), (i) My
Zong, (iii) My Telenor, (iv) UPTCL.
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Government Apps

prices of
agriproducts.

App Title Use Popularity
1.| Pak Identity Request, Modify, Downloads:
and Update 1M+
National Identity
Documents.
2. Pakistan Grievance Downloads:
Citizen Portal | Redressal System| 5M+
3.| Qeemat Punjab| Get awareness Downloads:
regarding daily 1M+
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Telco Apps

App Selection

App Use Popularity
Title
4.| SIMOSA | Manage your Jazz Subscribers: 71 M,
mobile plan. Downoloads: 50M+
5.| My Zong Manage your Subscribers: 49 M,
Zong mobile plan.| Downloads: 50M+
6. My Manage your Subscribers: 44 M,
Telenor Telenor mobile Downloads: 50M+
plan.
7.| UPTCL Manage your Subscribers: 26 M,
UPTCL mobile Downloads: 10M+
plan.
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Attacker Types

State Attacker: Actors within local police, district police,
and specialized units such as the Federal Intelligence
Agency (FIA) and similar organizations.

Private Attacker: Individuals associated with criminal
organizations, drug cartels, extremist groups, and
perpetrators of domestic abuse.

Hybrid Attacker: Corrupt individuals within government
organizations and those who can be in uenced or coercec
by corrupt actors.
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Attacker Capabilities

Physical Device Compromise. All three attacker types car
compromise the physical device through:

Cons scation.
Stealth.
Shared device.
Usurpation.

In-path Network Position. An in-path network position
with access to the server's private key allows attackers to:

View data in plaintext.

Monitor at-risk users' activities.

Extract sensitive information, such as emails and
passwords.

Intercept and modify data in real time.

Fabricate evidence and frame the user.
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Attacker Type: State Attacker

Can have access to the server private key.
Can con scate user device.
Can do in-path network manipulation.

Can forcefully retrieve user credentials
from the server.
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Attacker Type: Private Attacker

Can steal user device.

Can do in-path network manipulation (if
private attacker controls local network
infrastructure|such as a home router).
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Attacker Type: Hybrid Attacker

Can have access to the server private key.
Can con scate user device.
Can do in-path network manipulation.

Can forcefully retrieve user credentials
from the server.
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Victim Types

At-Risk Members of the Pakistani Media.
Victims of Domestic Abuse-Passion O ender.
Protestors, Activists, and Human Rights Defenders.
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Unnecessary Disclosure.
Excessive Pll collection.
Exposed PIlI via their storage in plaintext in the Android
File System.
Methodology Login Weaknesses.

Missing Password.
Missing Login Detection.
Network Security Threats.
Missing TLS.
Possibility of Eavesdrop and Modify.
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Results: Root Detection and SSL

Pinning Capabilities

App Title

Root
Detection

SSL Pinning

Pak Identity

X

n

Pakistan Citizen
Portal

Qeemat Punjab

SIMOSA

My Zong

My Telenor

Noga s~ w

UPTCL

X| X[ X | X[ X
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Results: Embedded Certi cates

App Title Embedded Certs (directory inside
app package)
Pak Identity |
Pakistan res/raw/pmdu_gov _pk.crt
Citizen
Portal
Qeemat |
Punjab
SIMOSA assets/jazzcert.crt,
assets/newcert.der
My Zong assets/golootlokey prod.pem,
assets/zong-staging-public-key.pemn
My Telenor assets/cbgroot. cer, res/GX.pem

UPTCL
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Results: PII Stored by Apps.

Keys: D!

Days Hrs!

Hours

App Title

Call History

(30D,14D,7D,24Hrs

SMS History

Pak Identity

Pakistan
Citizen
Portal

Qeemat
Punjab

SIMOSA

My Zong

My Telenor

Njoa s

UPTCL

(30D,14D,7D,24Hrs




Examining
Leading
Pakistani
Mobile Apps

Habib, Sana

Results

Results: PII Stored by Apps.

Tax Location
Certi cate Coordinates
1.| Pak Identity Required.
2. Pakistan Required.
Citizen Portal

3.| Qeemat Punjab Required.
4, SIMOSA X Optional.
5. My Zong X Optional.
6.| My Telenor X Optional.
7. UPTCL X Optional.
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